MHUHHUCTEPCTBO OBPA3OBAHMA U HAYKH POCCHUHUCKOM ®EJEPAIIUN
JEITAPTAMEHT I'OCYJAPCTBEHHOH ITIOJIMTUKHU B COPEPE
OBHIET'O OBPA3OBAHUA

NHO®OPMALIMOHHASA TAMATKA
JJISA OBYHYAIOIIUXCA 1J1A PASMEINEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXAbIM TOI0OM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a MIKOJIBHUKHA OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresiell PyHera. Mexay TeM, NOMHMO OIPOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa MmaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KoMnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOCHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTh K Pa3sMHOXKCHMIO. B nmomonHenme k sToMmy,
BUPYCBI MOT'YT ITOBPEAUTH WM MOJTHOCTbIO YHUUTOXXUTh BCe (Dallibl U JaHHBIE, TOJAKOHTPOJIbHBIE
I0JIb30BATENI0, OT UMEHH KOTOPOro ObLIA 3allyllieHa 3apa)KeHHasl IPOrpaMMa, a TAKKe OBPEAUTh
WIN J1aK€ YHUUTOXXUTh ONEPALMOHHYIO CUCTEMY cO BceMH (paiiimamu B nenom. B GonbuimHcTBe
CJIy4aeB pPaclpOCTPAHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTtopl 3alIUTEL OT BPCOAOHOCHBIX ITPpOTpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIlMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aLUThI OT BPEJOHOCHBIX ITPOTPaMM;

2. llocrossHHO ycTaHaBiMBail mauytu (UKMQpoBBIE 3alyIaTKU, KOTOpPbIE ABTOMATUYECKU
YCTaHABIIMBAIOTCS C LIEJIBIO JOPA0OTKHU MPOrpaMMBbl) U Ipyriue 0OHOBJICHUS CBOEH onepalioOHHON
cucteMbl. CkaunBail UX TOJNBKO ¢ odurmansHoro caifta paspaborunka OC. Ecnu cymectByer
pEeXUM aBTOMaTHYECKOro OOHOBJIEHHUS, BKIIIOUYH €T0;

3. Pa0GoTaii Ha CBOeM KOMIIBIOTEPE MOJI TIPaBaMHU I0JIb30BATENs, a HE a]IMHHUACTPATOpa. ITO
HC ITO3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX IMTPOrpaMM MHCTAJIIIMPOBATHECA HAa TBOEM IIEPCOHAIIBHOM
KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpannyp pu3HUECKHi JOCTYN K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonb3yii BHeNIHWE HOCUTENU MH(OpMalnU, Takue Kak Quemnika, AUCK Wi ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (DaliiIbl, TOTYYEHHbIE U3 HEHAIEKHBIX HCTOUYHUKOB. Jlaxe
Te (ailyibl, KOTOPbIE MPHUCIIA TBOW 3HAKOMBIH. Jlyulle yTo4HH y HETo, OTIPAaBJISI JIU OH TeOe ux.
Cern WI-FI

Wi-Fi - 310 He B mepesaun JaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy HuumepmaHjackas KommaHusi 3apeructpupoBaia Openn "WECA", dyro o6o3Haudaino
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoautcs kak "GecrpoBoAHas TOYHOCTD'.

Jlo Hamiero BpeMeHHM Jouuia Japyras aOOpeBmarypa, KOTOpas SIBISETCS TaKOW ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT



BhIcHIel 3ByKoBol TexHUKHU Hi-Fi, uTo B mepeBosie 03HavyaeT "BbICOKasi TOYHOCTH'.

Ha, OecraTHBIA MHTEPHET-IOCTYH B Kade, OTeNIX U a’ponopTax SBISETCS OTIWYHON
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIIEPThI CYUTAOT, YyTO o0uienocTynubie Wi-Fi
CETH HE SBIISAIOTCSA O€30MaCHBIMHU.

CoBeTbl 110 O€30MaCHOCTH pabOThI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro muuHyro nHpopManuio yepes odmieaocrynasie Wi-Fi cetu. Paborast
B HHX, JKEJIATEIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTUHBI U KAaKUE-TO HOMEPA;

2. Ucnonp3yih u OOHOBISI aHTUBUPYCHBIE MporpaMmbl U Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. Tlpu wucnons3zoBanuu Wi-Fi otkmoun ¢yskiuoo "OOmmid moctyn Kk Qaiinam u
npuHtepam". JlanHas (yHKUMS 3aKphiTa MO0 YMOJYaHHIO, OJHAKO HEKOTOPBIE IMOJIb30BATEIH
aKTUBUPYIOT €€ AJIs1 y100CTBA UCII0JIb30BaHUA B paboTe niau yueoe;

4. He ucnons3yit myonuunsiit WI-FI m1st nepenaunt TMUHBIX JaHHBIX, HAIPUMED JUIS BBIX0/1a
B COLIMAJIbHBIE CETU UJIU B AJIEKTPOHHYIO I1OYTY;

5. Ucnonb3yii Tosibko 3amuinennoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. mpu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gynkuuio "Tloakmouenne k Wi-Fi aBromarnuecku".
He nonyckaif aBTOMaTn4eckoro MOAKIIOYEHHs ycTpoiicTBa K cetaM Wi-Fi 6e3 TBoero cormacusi.

CoumnajabHble ceTH

CornuanbHble CETH aKTUBHO BXOJAT B HAIy JKW3Hb, MHOTHE JIOAM PAOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook ye 3aperncrpupoBaH MIILIHAp] YEJIOBEK, UTO SIBJISIETCS OJHOMN
CebMOM BCEX KHUTeNeH IMiuaHeThl. MHOTHE TMONb30BaTENd HE MOHUMAIOT, YTO HHGopMaIwus,
pa3MeIIeHHass UMH B COITMATIBHBIX CETSIX, MOKET OBITh Hal/IeHa M MCIOJIb30BaHA KEM YTOJHO, B
TOM YHUCJIEe HE 0053aTebHO ¢ OIaTIMH HAMEPEHHSIMH.

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH B COUAJIbHBIX CCTAX:

1. Orpanuyb CIUCOK Apy3ei. Y TeOs B IPY3bsAX HE JOJKHO OBITh CTy4alHBIX U HE3HAKOMBIX
JIIOIEH;

2. 3amuiail cBoo 4acTHYIO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYI0 JUYHYI0O WHGOpManuio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIBb30BaTh Jaxe
I/IH(l)OpMaHI/IIO 0 TOM, KaK Thl 1 TBOU POAUTEIIN IIJIAHUPYETE ITPOBECTU KAHUKYJIbI;

3. 3amumiaii CBOIO peIyTaIHio - IEP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMpoc: XOTeN Obl ThI,
4TOOBI JIpYrHe MOJIb30BATEeNH BHJIENH, YTO Thl 3arpyxaemib? [logymaii, mpexae 4eM 4YTo-TO
OITyOJINKOBATh, HAIKCATh U 3aIPY3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HAECIIb, HE UCIIOJIB3YH CBOE PEAILHOE UM U
JIPYTYIO JTUUHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObI U MpOoYeEe;

5. U30eraii pazmemienus ¢ororpaduii B IuTepHeTe, rae Thl n300paskeH Ha MECTHOCTH, 1O
KOTOPOH MO>KHO ONPEAETUTh TBOE MECTOIOI0KEHNUE;

6. IIpu peructpamyui B COIUAILHON CETH HEOOXOJAMMO HCIIOB30BaTh CIIOXKHBIE MapOJIH,



cocrosAuIre u3 OyKB U (P U ¢ KOIUIESCTBOM 3HAKOB HE MEHEe §;

7. Jns conuanbHOM CETH, MOYThl U APYIHMX CalTOB HEOOXOJMMO HCIIOJIb30BaTh pa3HbIE
naponu. Torga eciau Te0s B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKHU MOJIYy4YaT JOCTYH TOJIBKO K OJHOMY
MecTy, a He BO BCE Cpa3y.

JJIeKTPOHHbBbIE IeHbI' U

DNEeKTPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIH CIOCOO IIaTexel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHBIU.

9JI€KTpOHHBIe JCHBI'M IIOSABHJIMCH COBCEM HCEAABHO M HMMCHHO H3-3a O3TOr'O BO MHOI'HX
rocyaapCTBax A0 CHUX IMOP HC NPONHUCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM GYyHKIMOHUPYIOT U O HUX YK€ MPOINHUCAHO B 3aKOHE, I/I€ UX Pa3/AEisIoT
Ha HECKOJIbKO BHUJIOB - aHOHUMHBIC U HE AHOHUMHBIE. Pa3HuIla B TOM, 4YTO aHOHMMHBIE - 9TO T€, B
KOTOPBIX pa3pemaercss MPOBOAUTH ONepauud 0e3 WACHTH(PHUKAIUK MOJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTU(UKALKS T0Ib30BATEIN ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pas3inyaTh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHbIU (HE paBHBI TOCYAPCTBEHHBIM BAJIIOTAM).

OcHoOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaAMU:

1. TlpuBsku K cueTy MOOWMIBHBINA TenedoH. DTO camblii YAOOHBIH M OBICTPBIM CHOCOO
BOCCTAaHOBUThH JOCTYN K cdYery. [lpuBsizaHHBI TeneoH MOMOXET, eciu 3a0yaenib CBOU
MJIATEKHBIN MMapOJIb WM 3aieIb HAa CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3y#t onHopazoBble mapomnu. [locie mepexona Ha YCHICHHYIO aBTOPU3AIMIO TeOe
yKe He Oy/IeT yrpoaTh OIMTACHOCTh KPa)KU WJTH TIEpeXBaTa MIaTeHOTO Mapos;

3. BeiOepu cnoxHblit napois. [IpectynHukam OyneT He MPOCTO yrajaTh CIOXKHBIN HapoJb.
HanexHsle maponu - 3TO mapoJiu, KOTOpbIE COAEPKAT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ceOs
CTPOYHBIE U MPONHUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JjoJu1apa, GpyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JTMYHBIE JAHHBIE HA CANTAX, KOTOPHIM HE JI0BEPSECIIb.
JJIeKTPOHHAS MOYTA

DJIEKTpOHHASA MOYTa - 3TO TEXHOJIOTHS M MPEIOCTABIISIEMBIE €0 YCIYTH IO MEPECHUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHHUH, KOTOpPBhIE pAaCHpEACNsiOTCS B KOMIBIOTEPHOH CeTH.
OO0bBI4HO BJIEKTPOHHBIN IOYTOBBII SITITAK BBITIISITAT CIIETYFOIIUM obpazom:
UMs_TIONb30BaTeNA(@HUMs_OMeHa. Takke KpoMme Tepeadyd TMPOCTOro TEeKCTa, HMeEeeTCs
BO3MOJKHOCTH TIepe/1aBaTh (hanbl.

OcHOBHBIE COBETHI 110 O6€30MacHOi paboTe ¢ IMEKTPOHHON TTOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIN cepBUC. B MHTEepHETE eCTh OrpOMHBINH BHIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle TOBEPATh TE€M, KOTO 3HAEUIb M KTO NEPBHIN B
pEUTHUHTE;

2. He ykaspiBaif B MMYHOW TouTe JIMUHYK HHpopmaruio. Hampumep, mydiie BbIOpaTh
"My3bIKaIbHbIN _(aHaT@" umu "pokx2013" Bmecto "Temal3",



3. Mcnionp3yii ABYXATAMHYIO aBTOPU3AIMI0. DTO KOTJ1a TOMUMO MApOJIsi HY’KHO BBOAUTH KO/,
npuchUIaeMbii 1o SMS;

4. BoiOepu cioxHBIA Taponb. IS KaXIOTo IMOYTOBOTO SINHUKA JOMKEH OBITh CBOM
HaJIC’)KHbI, YCTOMYUBBIN K B3JIOMY MapOJIb;

5. Ecim ecTh BO3MOXXHOCTB HamuMcaTb CaMOMY CBOHM JIMYHBIA BOIIPOC, HUCIIOIB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii A YacTHOM HeEpEenucKu ¢
azpecaTamMM, KOTOPBIM Thbl JOBEpsELIb. JTO 3JIEKTPOHHBIM aJIpec HE HAJ0 HCIIOJb30BaTh IPU
perucrpanuu Ha popymax u caiTax;

7. He oTKpbIBail Qaiinbel U Apyrue BIOKEHUS B MHUCbMaX, Ja)Ke €CJIM OHU MPHUIILIN OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIIsUIN JIM OHU TeOe 3T (aiiibl;

8. Ilocne okoHuaHust pabOTHI Ha TOYTOBOM CEPBHCE TIEPE/I 3aKPHITUEM BKJIAJIKU C CATOM HE
3a0yqb HAXKaTh Ha "BeiidTu".

KubepOy/uinHT Wi BUPTYaJbHOE U31eBATEIbCTBO

KubepOynnuHr - npeciiejoBaHle COOOIIEHUIMU, COACPKAIIMMU OCKOPOJIEHUS, arpeccutio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIMHIOM:

1. He Opocaiics B 60ii. JIyumuii crioco0: mocoBeTOBaThCA Kak ce0si BECTH U, €CITH HET TOTO,
K KOMY MOXHO OOpaTUTbCA, TO BHauaje YCHOKOUTbcA. Ecnu Thl HauHeNb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1le OOJIbINe pa30XkiKellb KOH(IUKT;

2. Vrpagisii cBoel kubeppenyraiuei;

3. AHOHUMHOCTh B ceTH MHHMMas. CyIIECTBYIOT CHOCOObI BBISICHUTH, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTraHCKUI 00pa3 BUPTYalIbHOM ku3HU. IHTepHET (huKCupyeT Bce TBOU
JEHCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILICHHSMH, B COIMATIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPaBKU COOOIIEHUH C ONPEIeTICHHbBIX aIPECOB;

8. Ecmm TbI cBuzgerens kubepOyumHra. TBow JeHCTBHS: BBICTYIUTH INPOTHUB
mpecieoBaTens, Moka3aTb €My, YTO €ro JACMCTBHUS OLEHUBAIOTCS HETraTUBHO, MOJJEP’KaTh
KEPTBY, KOTOPOH Hy>KHA IICUXOJIOTUYECKas [IOMOIIb, COOOIIUTE B3POCIIBIM O (DaKTe arpecCUBHOTO
MIOBE/ICHUS B CETH.

MoOunbHbIi Tes1eoH

CoBpemenHbIe cMapT(OHBI U TUIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIMOHA,



U TENepb OHU MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMH KoMIlbioTepamu. OJIHAKO, CPEeACTB
3aIIUTHI JIJIS1 TOJIOOHBIX YCTPOKCTB MTOKA OUYEHb Majio. TecTUpOBaHKE U TIOUCK YA3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK MHTCHCUBHO, Kak Jutst [1K, To sxe camoe kacaercss 1 MOOMITbHBIX MPHIIOKCHHIA.

CoBpeMeHHBIE MOOMJIBHBIE Opay3epbl yXKe MPaKTHYSCKH JIOTHAIM HACTOJIbHBIC aHAaJIOTH,
OJTHAKO pacimupeHre (yHKIMOHAJIA BJIEYET 3a COOOH OOJIBIIYIO CIOXHOCTh W MEHBIIYIO
3alIMIICHHOCTb.

Jlaneko He BCE MPOU3BOAUTENIM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Hudgero He sBisieTcss mo-HacTosIeMy OecruiaTHbIM. Byns ocTopokeH, Beab Korjga Tebde
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaBuTb SMS, poTo mnmm Buaeo. Tel TOUHO 3HAeIIb, TJe OHU OyIyT
B KOHEYHOM HUTOre?

Heo6xoanMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(HOHA;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOHMIIBHBIX TeNIe()OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC NIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocne Toro Kak Tl BBIHACHIb C CaiiTa, TA€ BBOIWI JIMYHYIO WH(OPMAIMIO, 3aiIU B
HacTpolku Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIEC YCIIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOi HOMEp MOOMJIBHOTO TeaeoHa TOJBKO JIFOSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE MoOJb3yelibcs. He 3a0biBail mHOT 1A
MPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbBIE OHJIAHH-UTPBI - 3TO KpPAacOUYHbIE, 3aXBaTbIBAIOLIUE pPa3BICUYCHUS,
00BeAMHSIONINE COTHHU THICAY YENIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIH UM MHUP,
0O0IIAI0TCS IPYT C IPYTOM, BBIIOJIHSIOT 33/1aHUS, CPAXKAIOTCA C MOHCTPAMU H MOJIy4aroT OMBIT. 32
yI0BOJIbCTBHE OHU ILJIATST: MOKYMAIOT JUCK, OIIAYMBal0T a0OHEMEHT WM MPUOOPETAI0T Kakue-
TO OIILIMH.

Bce atu cpencTBa uayT Ha ojJiep KaHue U pa3BUTUE UTPHI, a TAK)XKE HA caMy 0€30MacHOCTb:!
COBEPILEHCTBYIOTCSI CHCTEMBbI aBTOPH3AIMH, BBIMYCKAIOTCSI HOBBbIE MaTdu (UU(POBBIEC 3arjaTKH
JUISI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HLIX HUIrpax CTOUT OMMAaCaThbCs HE CTOJIBKO CBOUX COIMCPHUKOB, CKOJIBKO KPaK1U TBOCT'O
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 O€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnu npyroii UTpok BeAeT ce0s MII0X0 MM CO3AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;



2. Tloxkany¥icst aiMUHUCTPATOPaM UTPbl HA TJIOXOE€ MOBEJAECHHUE ATOr0 UTPOKA, HKEIATEIHHO
MPWIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uIIMaIbHBIC TTATYH ¥ MOJIBL;

6. Micnionb3yi CII0’KHBIE U pa3Hble N1apoJIy;

7. Jaxe BO BpeMs WIpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemb, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

@OUINMHT WIN Kpaka JUIHbIX JaHHbIX

OOBIYHOM KpaXkel JCHET U IOKYMEHTOB CETOIHSI YK€ HUKOTO HE YAMBUIIIb, HO C PA3BUTHEM
UHTEPHET-TEXHOJOTHIA 3JIOYMBIILUICHHUKH TEPEMECTHIIUCh B HMHTEPHET, M IPOJODKAIOT
3aHUMATHECS "ITFOOUMBIM" HEJIOM.

Tak mosBUIIach HOBas yrpo3a: MHTEPHET-MOLICHHMYECTBA WIM (DUIIMHT, TJIaBHAs IIEJb
KOTOPOTO COCTOHMT B IOJYYEHUH KOH(DUICHIMATIBHBIX TAHHBIX IOJb30BaTeJCH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI O OOPHOE ¢ HUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecii Tbl mojj03peBaeliib, 4To TBOSI aHKeTa Obljla B3JOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMMHHUCTPATOpPaM pecypca 00 3TOM KaKk MOXKHO
CKOpee;

2. Ucnons3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoB U MOUCKOBBIX
CHUCTEM;

3. Ucnonw3yii cinoxHble W pa3Hble maponau. Takum oOpazom, eciau TeOs B3JIOMAalOT, TO
3JI0YMBIIIJIEHHUKHU TOIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3MoMalnu, TO HE0OXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
N00aBJICHBI Y T€0SI B IPY3bSAX, O TOM, YTO T€Os B3JIOMAJIM M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHHUE Maposs B Opaysepe;

7. He oTkpbIBaii (haiiiipl U Jpyrue BIOKEHUS B MUCbMAX, )K€ €CIIM OHH MPUIILIA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JIM OHU Te0e 3T (aiiibl.

Hudposas penyranus

[udposas penyraiust - 3TO HeraTHUBHas WM MO3UTHBHAs HWH(poOpMaIMs B ceTH o Tele.
Komnpomerupyromas nHpopmanus, pasMelieHHas B MHTEPHETE, MOXET CEpbe3HbIM 00pa3zoM
OTpa3uThbCsA Ha TBOEH peanbHON Xu3HU. "Lludposas pemyramus” - 370 TBOW UMUK, KOTOPBIHA
dbopmupyeTcst u3 nHGoOpMauK 0 TeOe B MHTEPHETE.



TBoe MecTO KUTEThCTBA, yu4eObl, TBOEC (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKTepa U
pacckasbl 0 OJM3KUX - BCE 9TO HAKATUIUBACTCS B CETH.

MHorue MmoapOCTKH JISTKOMBICIEHHO OTHOCSTCS K MyONMKAalWMW JMYHONH HMH(OpPMAIUHN B
HuTepHeTe, He TOHMMAst BO3MOKHBIX ITOCIIENCTBUM. ThI axke HE CMOKELIb JOralaTbCs O TOM, 4TO
¢doTorpadus, pazmenieHHas 5 JeT Ha3a[, CTajga IPUYUHON OTKa3a MIPUHATH TeOs Ha padoTy.

KommeHnTtapuu, pasmenienue TBoux ¢ororpaduii 1 aApyrue AeUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTO, KaK Thl X YAaIHIIb. Thl HE 3HaCIIb, KTO COXPAHWII 3Ty HH(POPMaIIKIO, TIoTaa
JM OHAa B IOMCKOBBIE CHCTEMbl M COXPAaHWJIACh JIM OHA, a IJABHOE: YTO MOJYyMAaIOT O Tede
OKpY’Kalolue JIOAHU, KOTOPbIE HAWIyT U yBUAAT 3T0. Hailtu uupopmMamio MHOTO JIET CIyCTs
CMOXeET JIF0OOH - KaK U3 JOOPBIX MOOYKACHUH, TaK U C HAMEPEHUEM IPUUUHUTD BPE. ITO MOXKET
OBITH KTO YTOJIHO.

OCHOBHBIE COBETEHI I10 3alIUTC I.[H(I)pOBOfI penyranuu:

1. Tlomymaii, mpexxae 4eM 4yTo-TO MyOJMKOBaTH M IepelnaBaTh y cebst B Oiore wiM B
COIIMATLHOM CETH,

2. B Hactpoiikax mpoguisi yCTaHOBU OTpaHMYECHHUS Ha MPOCMOTP TBOETO MPOMUIL U €ro
COJIEP’KUMOT0, CJIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3menaii u He yka3biBail HH)OpPMAIHIO, KOTOPAst MOXKET KOTO-JIHO00 OCKOPOJISATH HITH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIEe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNM LU(POBOTO MpocTpaHcTBa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJTIO/IEHHS ITPaB Ha MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMun "WHTE/UIEKTyalbHasi COOCTBEHHOCTh" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
4eJ0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pETeHUH 1 3HaKOB, 0003HAYAIONIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyrd, W 3aKaHyuBas KHUramu, QororpagusmMu, KUHOQUIBMAMHU U
MY3bIKaJIbHBIMU IPOU3BEACHUSAMM.

ABTOpCKHE IpaBa - 3TO MpaBa HA MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh HAa IPOU3BENICHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAOT B Ka4€CTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TPYA aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeaJIuBbIe
BO3MOXHOCTH 3apa00TaTh Ha pe3y/ibTaTaxX CBOEro TPyZa, MOJYYUTh U3BECTHOCTb W NMPU3HAHHE.
Huxkro 6e3 pa3pernieHns aBTopa He MOYKET BOCIIPOU3BOIUTE €r0 MPOU3BEIEHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJIWYHO
UCIIOJIHSAT, MIOKa3bIBATh/UCIIONIHATE B Adupe Win pazMeniath B IHTepHeTe.

Hcnonp3oBanue "muparckoro’ MmporpaMMHOIO OOECHeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JIAaHHBIX K TBOMM aKKayHTaM 10 OJIOKUPOBKHM TBOETO YCTPOMCTBa, TIle
yCTaHOBJIEHA HellerajbHas nporpaMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTajlbHbIE
U OecrIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CereBU4OK.p( - TBOM TJIAaBHBIN COBETUHK B CETH. 3/I€Ch Thl MOXKEIITh y3HATh O O€30MaCHOCTH
B CETH MOHATHBIM M JIOCTYNHBIM SI3bIKOM, @ IMPU BO3HUKHOBEHUU KPUTHUYECKOM CHUTYallUU
0o0paTUThCS 32 COBETOM. A TakKe MPUHATh y4acTHE B KOHKYpCaxX M CTaTh CaMbIM IIU(PPOBHIM
rpakJIaHUHOM!



